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Buen' Dia!

My name is Felix Gutierrez A.K.A Don Trabajo, founder of Prox Offensive Information Security

and Proxima Centauri Productions.

Through active immersion in the present and the communication of lessons learned,

we can make a real difference in the future.

This toolkit is dedicated to lab warriors, lifelong learners, and red team rookies looking

to upgrade their approach to one of InfoSec's most crucial phases: Recon.

Share with others. Engage with your community. Build stronger together.

Tool: Nmap

Purpose: Network & port scanning

Example: nmap -sC -sV -oA scan 10.10.x.x

Tool: CrackMapExec

Purpose: SMB recon + password spray

Example: cme smb 10.10.x.x -u users.txt -p passwords.txt

Tool: WinPEAS

Purpose: Windows privesc enumeration

Example: winPEASx64.exe > out.txt

Tool: Nessus

Purpose: Vulnerability scanning

Example: Web GUI usage + default policies

Tool: OSINT Tools

Purpose: Pre-engagement discovery

Example: theHarvester, whois, shodan, crt.sh

Tool: ChatGPT

Purpose: Recon strategy & synthesis

Example: Use to generate target queries, summarize outputs

As a student of InfoSec, Hip Hop, and fatherhood, I draw from legends like Wu-Tang —

'Wu-Tang is for the children.'

We pass knowledge forward to raise the next generation of tech thinkers and revolutionaries.

Contact & Follow:

Don Trabajo

Email: felix.gutierrez@proxoffensive.com

GitHub: github.com/DonTrabajo

Website: proxoffensive.com


