Prox O fensive Recon Flow Tool kit v0.1

Buen' Di a!

My nane is Felix CGutierrez A.K A Don Trabajo, founder of Prox O fensive Information Security
and Proxi ma Centauri Productions.

Through active imersion in the present and the comuni cation of |essons |earned,

we can nmake a real difference in the future.

This toolkit is dedicated to lab warriors, lifelong learners, and red team rookies | ooking
to upgrade their approach to one of InfoSec's npbst crucial phases: Recon.

Share with others. Engage with your comunity. Build stronger together.

Tool : Nmap
Pur pose: Network & port scanning
Exampl e: nmap -sC -sV -0A scan 10. 10. x. X

Tool : CrackMapExec
Pur pose: SMB recon + password spray
Exanpl e: crme snb 10. 10. x.X -u users.txt -p passwords.txt

Tool : W nPEAS
Pur pose: W ndows privesc enuneration
Exanpl e: wi nPEASx64. exe > out.txt

Tool : Nessus
Pur pose: Vul nerability scanni ng
Exampl e: Wb GUI usage + default policies

Tool : OSINT Tool s
Pur pose: Pre-engagenent di scovery
Exanpl e: theHarvester, whois, shodan, crt.sh

Tool : Chat GPT
Pur pose: Recon strategy & synthesis
Exanpl e: Use to generate target queries, sumarize outputs

As a student of InfoSec, H p Hop, and fatherhood, | draw fromlegends |ike W-Tang —
"Wi-Tang is for the children.'’
We pass knowl edge forward to rai se the next generation of tech thinkers and revol utionaries.
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